
THE SOLUTION

Ransomware is one of the most critical threats against  
businesses. With many digitized assets, the importance of 
having a Last Line of Defense is vital, when your First Line of 
Security Defense on End-Point is compromised. 

The latest global attack proves traditional First Line of 
Defense/Anti-Virus etc. relying purely on a technical fix 
meaning that a new variant of Ransomware could sneak 
past these defenses before the fix is done. RANSOMCARE 
is NOT installed on any clients/end-points, which makes 
installation hassle-free and delivers instant value.

RANSOMCARE provides you with a new, revolutionary Last 
Line of Defense “inside the firewall” protection, and will 
detect ALL types of Ransomware both known AND unknown 
attacks on files via server shares. The traffic around all files is 
monitored using multiple detection strategies and suspicious 
traffic will raise an instant alert and shut down the attacked 
end-point client.
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RESPOND - RANSOMCARE will within seconds 
of a detected outbreak shut down the infected 
client and stop the Ransomware from spreading 
in the organization. RANSOMCARE will inform you 

as soon as the attack has been stopped and the threat and 
alert level has normalized. Known or unknown Ransomware 
will be detected and stopped even if it is an inside betrayal. 

DETECT - RANSOMCARE monitors your file 
servers, constantly looking for the tell-tale signs 
that a destructive Ransomware is at work rather 

than the Ransomware itself. No matter how the outbreak 
entered: via email, via infected website, via skype messages, 
via USB-key, via false attachments or even manually deployed 
by someone, who is close to the organization or even 
someone, who is on the inside, RANSOMCARE will detect and 
stop the outbreak, regardless of how the security shield has 
been compromised.

REACT - RANSOMCARE will within seconds of an 
unexpected file encryption taking place alert the 
SOC (Security Operations Center) team or other 

selected people, teams and/or systems by communicating 
the status of the incident and coordinating response with 
stakeholders via:
e-mail ✓  SMS ✓  IOS app ✓  SIEM integration ✓

RECOVER - RANSOMCARE will provide you with 
a full damage report  listing all files or folders, 
which need to be recovered from your backup. 

The speedy data recovery process will reduce downtime in 
the organization and save valuable time with minimal cost 
of recovery to allow you to continue your operation. Your 
business will safely and quickly get back to normal without 
paying ransom.

LAST LINE OF DEFENSE

AI

AI - Automatic configuration of settings by 
Machine Learning using Security-/Artificial 
Intelligence. RANSOMCARE is created to bring 
an immediate safeguard by an uncomplicated  

installation taking less than 3 hours with in-house IT 
resources using existing infrastructure. 

  in 6 ransomware infections caused
  over 25 hours of downtime
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CUSTOMERS
Tryg - is one of the largest non-life insurance companies in 
the Nordic region with activities in Denmark, Norway, and 
Sweden listed on Nasdaq OMX Copenhagen. Each day the 
3,800 employees create peace of mind and value for more 
than 3 million customers.

Tryg has been an important development partner for BullWall 
and RANSOMCARE has already shown it is an effective tool to 
protect against new and unknown Ransomware attacks.

ATP -  ATP plays a key role in the Danish pension system, 
as 50 per cent of all Danish pensioners rely solely on the 
state pension and ATP for their retirement income. ATP ranks 
among the largest investors in Europe. 

“ATP have used RANSOMCARE in our SOC center for  over 
a year with great success. RANSOMCARE  is an effective 
application, which accurately and quickly alerts in case of 
a Ransomware attack. Given that 100% protection against 
Ransomware does not exist, it is essential for us to have a 
“last line of defence” tool to detect outbreaks and through 
an effective Incident Response process limit the damage 
within a few seconds. There is no heavy implementation - 
RANSOMCARE is an application, which quickly can be put into 
operation with a few own resources. I can only recommend it” 
says Søren Olsen, CISO of ATP.

CYBER CRIMINALS & STATE-SPONSORED
HACKERS A REAL PROBLEM!

 www.brookcourtsolutions.com
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RANSOMWARE ATTACKS HAVE SHARPLY INCREASED IN 2017
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ESTIMATED CONSEQUENCES
  “Keeping the lights on”
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